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Bureau of Market Actions Examinations
Vendor Computer Use Agreement
For purposes of completing examination support work, Vendor will be required to access Company systems and Pennsylvania Insurance Department (PID) software applications (i.e., TeamMate and Sharefile).  To protect the integrity and security of any servers, networks and data accessed by Vendor during the course of the examination, it is required that Vendor and all Vendor staff/contractors:
1. Do not permanently store documents on the local machine. Vendor may only temporarily store documents on the local machine to upload them into TeamMate. Once the documents are uploaded Vendor is required to permanently delete them;
2. Share all insurance company data and correspondence utilizing Sharefile;
3. Perform all work within TeamMate; and
4. Protect all equipment from data theft, misuse and electronic attack (this includes, but is not limited to, viruses, worms, Trojans, BOTs and any kind of spyware/malware/adware).

Therefore, the Vendor hereby attests that the computer equipment to be used by it during any examination has firewall, anti-virus, and spyware detection programs installed and that routine security updates will be performed as dictated by the programs used to protect the machines.  The Vendor further attests that all laptops will be password protected and that protocols for data protection, access and passwords will meet the requirements of the following state information security policies and standards (available at http://www.oa.pa.gov/Policies/Pages/itp.aspx):
· ITP-SEC007 (Minimum Standards for IDs, Passwords and Multi-Factor Authentication)
· ITP-SEC019 (Policy and Procedures for Protecting Commonwealth Electronic Data)
· ITP-SEC020 (Encryption Standards for Data at Rest)
· ITP-SEC024 (IT Security Incident Reporting Policy)
· ITP-SEC031 (Encryption Standards for Data in Transit)

The Vendor hereby attests that, upon engagement, all work conducted in support of the examination will be performed utilizing the TeamMate software.  All documents will be loaded into Teammate and any modifications will be made within Teammate.  All insurance company data and correspondence will be shared utilizing the secure ShareFile environment.

By: 	
	Signature of Authorized Representative	, Title						Date
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